M2

Hashing: From Data to Algorithms

A hash function maps a key to a fixed-size bucket id, so you
can find or insert in expected O(1) by reading the page
where the bucket lives.



Input — h(x)

Integer hashing: h(x) =x % 10

Same modulo, different inputs, same bucket = a collision

Buckets [0-9]
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Case Study 2.1: How Uber and
Google Maps index locations

Uber's H3 and Google's S2 map 2-D coordinates to 1-D cell
IDs.

CLOSED NANO QUIZ - REVIEW

You've hashed integers and strings. How do you hash a 2-D
location, a (latitude, longitude) pair, so nearby places are
easy to find together? Gates, Packard and NVIDIA should

share a key; the Mission District should not.
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Why hexagons, not squares?

A radius query reads a cell plus its neighbour ring. The ring is only even if the neighbours are.
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Nearby points share a cell, far points do not
Three Stanford buildings vs SF Mission, computed with H3. Campus shares a cell at res 8 and splits at res 12.

Resolution 8 - zoomed out

Nvidia 8828347417 fFffff
Packard 8828347417fffff
Gates 8828347417fffff

SF Mission 88283082alfffff

Resolution 12 - zoomed in

Nvidia 8C28347416257ff
Packard 8C2834741602bff
Gates 8C28347416021ff

SF Mission 8€283082a06bbff

e campus: one cell, one code

29 mi away: a different cell

g campus: three cells now

still a different cell



Step 1, the hash: a location becomes a cell code

Every order takes the code of the hexagon it falls in. Nearby orders land in the same hexagon.

882834741 7fffff

88283082a1fffff

SF order, far away

3 Stanford orders



Step 2, the lookup: a radius query is a few cell reads

At this resolution, one ring means seven reads before the exact distance check.

driver, within 2 km

up to 7 reads

7 cell IDs, maybe 7 different pages.
7 cell IDs, then check candidate distances.

the radius crosses borders: + 6 neighbours
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Compression Basics: Making Data
Smaller

Columnar compression (run-length, dictionary, delta)
exploits repetition inside one column, typically shrinking on-

disk size 10x thereby cutting 10 by the same factor.



RLE

RAW

Mickey,Mickey,Mickey,
Daffy,Daffy,Daffy,Daffy

ENCODED
(Mickey, 3) (Daffy, 4)

Ratio 10-100x
Speed very fast

BEST FOR

Sorted, repeated
values

Four ways to shrink a column

Same idea: a column repeats, so stop repeating it. Pick by the data.

Dictionary

RAW
rock, pop, rock, jazz

ENCODED
0,1,0,2
+ dict {rock:0, pop:1, jazz:2}

Ratio 5-20x
Speed fast

BEST FOR

Low-cardinality
strings

Delta

RAW

1700000000, 1700000001,
1700000003, 1700000004

ENCODED
1700000000, +1, +2, +1

Ratio 5-10x
Speed fast

BEST FOR

Sorted numbers,
timestamps

Bit packing

RAW
5341 (32-bit ints)

ENCODED

101 011 100 001
3 bits each

Ratio 4-8x
Speed very fast

BEST FOR

Small integers,
flags



Stack the techniques and the column collapses
1M user_id values, sorted by user_id, ~25K users. Box height tracks size, not to scale.

Raw user_id
4 MB After RLE
1M x 4 bytes After dict 4 MB — 50 KB
RLE 200 KB dictionary zstd
—P  soted —» longruns  ——p 100 KB —> After zstd 98.75% smaller

25K ids — 2-byte codes 50 KB
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Bloom Filters

A Bloom filter stores a set in a bit array and uses k hash
functions to map each item to k bit positions.



Visual: How Bloom Filters Work

Bloom filter: a bit array plus k = 3 hash functions

@® asethit

@ a guaranteed answer
16 bits here; real filters use millions. Each hash % 16 picks a bit. Bits 9 and 11 were set by earlier inserts.

[0] [1] (2] [3] [4] (5] [6] (7] 8] [9] [10] (1] [12] [13] [14] [13]
€) INSERT "alice" © LOOKUP "alice" © LOOKUP "bob"

h1("alice") % 16 = 3 -1 hl1("alice") % 16 = 3 -1 h1("bob") % 16 = 3 -1
h2("alice") % 16 = 7 -1 h2("alice") % 16 = 7 -1 h2("bob") % 16 = 9 -1
h3("alice") % 16 = 14 - 1 h3("alice") % 16 = 14 - 1 h3("bob") % 16 = 2 - 0

Sets bits 3, 7, 14. All 1 = probably in the set A 0 = definitely NOT in the set

The row above turns them on. Could be a false positive: One 0 is proof, so there

other items set bits too. are no false negatives.



Case Study 2.2: How early
Chrome Safe Browsing used a
Bloom filter

Chrome Safe Browsing checks if a user is visiting a phishing
site.



Early Safe Browsing: check on-device, confirm possible matches

Worked estimate: a 125 MB Bloom filter derived from an 8 GB raw list.

YOUR DEVICE — Chrome

Bloom filter - 125 MIB

Worked 8 GB raw list, 64x smaller

google.com — P> DEFINITE MISS

Answered on-device. Nothing sent to Google.

phish-bank.ru/login —P»  MAYBE

Google only saw the prefix, never your URL. BLOCKED

privacy boundary

32-bit hash prefix only

hashes sharing that prefix

-

GOOGLE SAFE BROWSING

lllustrative raw list
100M URLs - ~8 GB

@ -2 definite miss, answered on-device

@ 2 confirmed threat



Locality-Sensitive Hashing and
Vector Embeddings

An ordinary hash spreads similar inputs across different
buckets.



An ordinary hash scatters similar items

A normal hash is built to spread inputs out, so two near-identical vectors land in unrelated buckets.

cat A buckets
[0.81, 0.79 ] catA— 7, catB - 3

—

hash() 7

catB \ /

[0.80, 0.79, ...]

near-identical

Similar items, unrelated buckets: "find similar" would have to scan every bucket.

@ the two similar items @ where they scatter



LSH: similar items land in the same bucket

k random hyperplanes turn each vector into a sign-bit code, then a bucket

Item Feature vector k-bit LSH code
Cat 1 - [e0.8, 0.7, 0.9, ...] - 1011 -
Cat 2 - [e.7, 0.8, 0.8, ...] - 1011 -
Dog - [0.3, 0.9, 0.2, ...] - 1001 -
Car - [e0.1, 0.0, 0.5, ...] - 0100 —

Query “find items similar to Cat”: scan only bucket 11 — find Cat 2; never compare against Dog or Car

Bucket

s

Bucket 11

Bucket 11

Bucket 9

Bucket 4




Computing the code: one cut, one bit

Above a cut implies 0, below implies 1. Three cuts give every item three bits.

~ 7’
~ 7’
Which side of each cut? RSN -
=A== T T
cut 1 cut 2 cut 3 B _\_\_C_Jf_% _____________ R
1=~ A cye”1
Cat1 below below below 111 ~. b
~ Y
\\ ,/
Cat 2 below below below 111 s Lo
@® Dog A7 @ Car
Dog above below below 211 e DN
P ~
’ S
Car below below above 110 s R
P N
above = 0, below = 1 ,,’/ @ Cat 1 RSN
The two cats match on all three cuts. R RSN
~
The dog differs on cut 1, the car on cut 3. RSN

Equal codes go in the same bucket. No distance is ever computed.



A cut is always one dimension below the space it splits

Drawn here at d = 3, where the cut is an ordinary plane.

200 vectors indexed
cuts-k=30f3:-d=3

' - Cat2’ -
Cat1 000 .@ @ Ca o _
- — Cat1 : )

Cat2 000 same bucket . _ '

Dog different bucket

19

of 200 still in Cat 1’s bucket

three planes: 19 of 200 still share Cat 1's bucket, Cat 2 among them

o
1
N

the cut is a line d

3 the cut is a plane d = 256 the cut is a hyperplane
1-dimensional 2-dimensional « you are here 255-dimensional



Case Study 2.3: How OpenAl and
Meta's FAISS Speed Up Vector
Search

OpenAl's embeddings are vectors.



The problem: a distance calculation against every row

The exact scan: one query against every vector

N = 1,000,000 stored vectors

Cost of one query

1,000,000 L2 distances
query

a 1,536-D vector —> =~ 1.5 billion coordinates

~ 6.1 GB of vector data

one 1,536-D distance
to each stored vector repeated for every query

every one, to the last

Exact search performs O(N) distance evaluations per query.



HNSW is built in layers

Every point sits on the ground floor; a random few are promoted higher.

The promoted few form the long links up top.

Layer 2 . .

Layer 1 9 O O

Layer 0. 0 ‘ ‘ 0

Layer O: every point, linked to its nearest neighbors.



HNSW search narrows candidates by layer

the query

entry closest to the query, a long jump

Layer 2 (@ .@

@____________________________________

drop a layer and continue from the best node v
Layer 1 O @ ‘ .@
farther
Layer0 O O O O O O]

layer 0: check a few near the query, keep the best bgst candidate found



One query over a million 1,536-D embeddings

ANN examines fewer candidates and may miss an exact neighbour.

-
Exact search (IndexFlatL2) ANN index (IVF or HNSW)
Compare the query to every vector Look at a small fraction

index
« 1M x 1,536-D L2 distances (~6.1 GB read) > + IVF: probe a few clusters
+ Exact answer + HNSW: walk a graph to the neighbourhood
+ O(N) work per query + Fewer candidates; may miss a neighbour




Case Study 2.4: Compressing a
Billion Embeddings

A float32 vector index stores more precision than search
needs.



A 100,000-document demo becomes a 60 GB index

The demo fit in RAM; production does not

RAM

The index has to sit in RAM to search fast, and raw float32 embeddings are too big to fit in RAM.

raw float32 index the same index, quantized
emmmEmEEEEEE_—_—_—_— 1
! I
! I
: l RAM
1
! I
! I
: : fits, with room to spare
1
! ~60 GB : quantize
: ' >
1 1OMx1,596D %4 B : I uantized index
| =6 KBpervector ! 8-32x smaller 9
I : a few bits per number
1
! :
! I
! I
. I
! I
P !

does not fit

@ float32, does not fit

@ quantized, fits



SF (-1, 0)
Berkeley (-1, -1)
Stanford (0, 0)

SF and Berkeley are now in different cells

rotation 58°

The points never move. Only the grid turns.

@ SF
@ Berkeley

@ Stanford



levels holding any data

15 of 16
levels sitting empty
1

error at the same 4 bits

11%

256 COORDINATES THE 16 LEVELS THEY ROUND INTO

one shared axis: read straight across from a bar to its slot

Every coordinate costs 4 bits to store either way. What changes is how many of the 16 levels do any work.




Drop the precision, keep the distance

As stored today After quantizing
@ 4 3 2 7 keep fewer bits 1 0
" >
32 bits per number 2 bits - bucket 2 of 4
the exact coordinate decodes back to about 0.4

The distance between two vectors barely moves, because after the spin no single coordinate carries the answer.

Sixteen times smaller, and no codebook to train.



Practice Problems for Basic
Systems Design



Putting it together

Every structure here turns a big problem into a small one

Too slow to scan all N, too costly to store all N. Two levers, used together.

1 - Don't scan all N 2 - Don't store all N bytes
Partition the lookup, so a query touches one slice Shrink each item, so the index fits
EXACT EXACT - LOSSLESS
Hash to one bucket Drop the redundancy
Partition by key; read one bucket, not N. Exploit the structure the data already has.
Hashing RLE - dictionary - delta - bit-pack
APPROXIMATE APPROXIMATE - LOSSY
Bucket by similarity, or prune early Drop the precision, keep the order
Bucket similar items, or prune what is definitely Reframe with a random rotation so one coarse
absent; check only the candidates. quantizer fits any data.
Bloom - LSH - IVF - HNSW PQ - TurboQuant

Stack both, and you get, for example, IVF-PQ: the vector database.

PRACTICE
all 11 problems, with solutions 2


https://cs145.web.app/Module2-Systems/data-structures-problem-solving.html#problems

